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Executive Summary 
 
 

Type NestJS Based API with Web3 
Listeners 

 

Auditor Keith Kikta  

Timeline 2022-07-31 - 2022-08-17  

Languages TypeScript  

Methods Architecture Review, Manual 
Review 

 

Specifications None  

Documentation 
Quality Low  

Test Quality Low  

Code Quality Medium  

   

Source Code  
Repository Commit 

Relay Chain d9e1761 
 

 

 Reported Addressed 

Total 16 16 

High Risk 0 0 

Medium Risk 2 2 

Low Risk 4 4 

Informational 10 10 

Undetermined 0 0 
  

mailto:kkikta@gmail.com
https://github.com/RelayChain/relay-bridge/tree/audit
https://github.com/RelayChain/relay-bridge/tree/d9e1761442a24b2102d46db30371518e51857e69
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High Risk The issue puts a large number of users’ 
sensitive information at risk, or is reasonably 
likely to lead to catastrophic impact for client’s 
reputation or serious financial implications for 
client and users. 

Medium Risk The issue puts a subset of users’ sensitive 
information at risk, would be detrimental for 
the client’s reputation if exploited, or is 
reasonably likely to lead to moderate financial 
impact. 

Low Risk The risk is relatively small and could not be 
exploited on a recurring basis, is a risk that 
the client has indicated is low impact in view 
of the client’s business circumstances or 
identifies a potential issue with ongoing 
maintenance.  

Informational The issue does not post an immediate risk, 
but is relevant to security best practices or 
coding best practices. 

Undetermined The impact of the issue is uncertain. 
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About Tevpro 
At Tevpro, We Live And Work By Our Values. 
We find tremendous value in logical thinking and believe that taking the time to think through the 
pros and cons of every possible solution helps our team build optimal strategies.  This lets us 
avoid the time and hassle of turning the ship around midstream to fix preventable problems. 
 
We strive to provide meaningful technology solutions for our clients that stand the test of time. 
We will not accept less than 100% customer success. 

What We Value 
● Truth 

Our advice is realistic and free of hype—so when you speak with us, you'll always get a 
comprehensive picture of what's available and possible. 

● Expertise 
Our founders have a collective 60+ years of experience across a range of industries and 
technologies. 

● Value 
We deliver our expert guidance and optimal solutions on time and within your budget. 

Software Development 
Tevpro is a proven leader in custom software development with over 60 years' experience 
building high performing custom applications and solutions that propel your business into the 
future. 
 
We go beyond basic software development to create custom solutions that deliver high-quality 
experiences and drive business success. 

Technical Specialization 
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Disclaimer  
This report is based on the scope of materials and documentation provided for a limited review 
at the time provided. Results may not be complete nor inclusive of all vulnerabilities. The review 
and this report are provided on an as-is, where-is, and as-available basis. You agree that your 
access and/or use, including but not limited to any associated services, products, protocols, 
platforms, content, and materials, will be at your sole risk. The review does not extend to the 
compiler layer, or any other areas beyond the programming language, or other programming 
aspects that could present security risks. A report does not indicate the endorsement of any 
particular project or team, nor guarantee its security. No third party should rely on the reports in 
any way, including for the purpose of making any decisions to buy or sell a product, service or 
any other asset. To the fullest extent permitted by law, we disclaim all warranties, expressed or 
implied, in connection with this report, its content, and the related services and products and 
your use thereof, including, without limitation, the implied warranties of merchantability, fitness 
for a particular purpose, and non-infringement. We do not warrant, endorse, guarantee, or 
assume responsibility for any product or service advertised or offered by a third party through 
the product, any open source or third-party software, code, libraries, materials, or information 
linked to, called by, referenced by or accessible through the report, its content, and the related 
services and products, any hyperlinked websites, any websites or mobile applications appearing 
on any advertising, and we will not be a party to or in any way be responsible for monitoring any 
transaction between you and any third-party providers of products or services. As with the 
purchase or use of a product or service through any medium or in any environment, you should 
use your best judgment and exercise caution where appropriate. FOR AVOIDANCE OF 
DOUBT, THE REPORT, ITS CONTENT, ACCESS, AND/OR USAGE THEREOF, INCLUDING 
ANY ASSOCIATED SERVICES OR MATERIALS, SHALL NOT BE CONSIDERED OR RELIED 
UPON AS ANY FORM OF FINANCIAL, INVESTMENT, TAX, LEGAL, REGULATORY, OR 
OTHER ADVICE. 

Timeliness of content 
The content contained in the report is current as of the date appearing on the report and is 
subject to change without notice, unless indicated otherwise by Tevpro; however, Tevpro does 
not guarantee or warrant the accuracy, timeliness, or completeness of any report you access 
using the internet or other means, and assumes no obligation to update any information 
following publication. 

Notice of confidentiality 
This report, including the content, data, and underlying methodologies, are subject to the 
confidentiality and feedback provisions in your agreement with Tevpro. These materials are not 
to be disclosed, extracted, copied, or distributed except to the extent expressly authorized by 
Tevpro. 
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